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Predicate Logic ( 1§1a%Z48 )

- — 1 1.2 First Order Logic —

Step 2. Ask the computer
to solve the formula.




A Quick Recap

void swap(bool& a, bool& b)
{
a ™ b;
b ~ a;
a ™ b;

a
b
a

We want to prove that the program
really swaps the value of a and b.
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A Quick Recap

void swap(bool& a, bool& b) (Al < (A0 A—-BO0) V (mA0 A B0O))A
{ a=a" b; (Bl(—)BO)/\
b=b*a; =) (A2 < A1)A
a =a " b;
} (B2 ++ (A1 A —B1)V (=Al1 A B1))A
(A3 < (A2 AN —=B2)V (mA2 A B2))A
g /Y 2 (B3 <+ B2) —
Prove Lt s a
A B0O) A (A0 <+ B3
tautology (43 & BO)A (40 & 53)

.




A Quick Recap

void swap(bool& a, bool& b) (A1l +» (AOA—BO0) VvV (mA0A BO))A
{ a=a"b; (Bl(—)BU)/\
b =b"a; - (A2 & AD)A
a =a " b;
} (B2 <> (A1 AN=B1)V (mA1 A B1))A
(A3 <> (A2 N —-B2)V (mA2 N B2))A
g (

B3 < B2)A

Prove it s unsatisfiable
=((A3 < BO) A (A0 < B3))

with SAT solver




Predicate Logic

void swap(int& a, int& b)
{

a =a " b;
b =Db " a; ‘
a =a " b;
}
r

We can generate predicate
logie WFF similarly

(VAO)(VAL)(VA2)(VYA3)(VB0)(VB1)(VB2)(VB3)(
(Al = zor(A0, BO)A
B1 = BOA
A2 = AIA
B2 = zor(Al, B1)
B3 = B2
A3 = zor(A2, B2)
) —

((A3 = B0) A (B3 = A0))



Predicate Logic

void swap(int& a, int& b)
{
a =a " b;
b =Db " a; ‘
a =a " b;
}
r
Prove Lt Ls unsat with

SMT solver

\

(3A0)(3A1)(3A2)(3A3)(3B0)(IB1)(3B2)(IB3)(

(A1 = zor(A0, BO)A

B1 = BOA

A2 = A1A

B2 = zor(Al, Bl)

B3 = B2

A3 = zor(A2, B2)

A

—((A3 = B0) A (B3 = A0))
)



Symbolic Execution ( fFS#17)

void func(int a, int b) {
if(a > 0)
a = -b;
else
b = 2;
assert(a + b < 1);
}

-
If the program has many "if”,

the WFF will be very long

.




Symbolic Execution

void func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);
}

-
we can generate multiple WFFs for
different execution paths.
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Symbolic Execution Sywbolic
Path True store
void func(int a, int b) { [GDV\/StYaLVUt 1f(a>@)

if(a > 9)

a = -b;

else TMe next coole

b = 2;
assert(a + b < 1);

¥

Symbolic execution represents value of variables with symbols.
It maintains 3 things to generate WFF.

- Path constraints: the path condition
- Next code: the next instruction to be executed

- Symbolic store: the value (symbolic expression) for each variable



Symbolic Execution » [ a=Asyns b=B.,,

True

void func(int a, int b) { i if(a>e)
if(a > Q)
a = -b; _ _
else a=Asyns D=Boym
b = 2, Agyn>0
assert(a + b < 1); 3=-b
}




Symbolic Execution T
2 True
void func(int a, int b) { if(a>0)

if(a > 9)

a = -b; _ _
else a=Asyn, D=Bsym ]

b = 2; A, n>0
J
assert(a + b < 1); 3=-b

: 1




Symbolic Execution » [ a=Ap> b=B.,,
True
void func(int a, int b) { i if(a>e)
if(a > 9)
a = -b; _ _
else 2 sy b_BSym
b = 2, Agyn>0
assert(a + b < 1); a=-b
} 1
a=-Bgyp, b=BSym
Agyn>0
context ctx; assert(a+b<1l);
expr A = ctx.int_const("A");
expr B = ctx.int_const("B"); l

solver s(ctx);

s.add(A > 9); (A>0)A(B_B:—>1)
s.add(B - B >= 1);
std::cout << s.check(); (/(.NSAT]




Symbolic Execution

a>o
void func(int a, int b) { i
if(a > 9)
a = -b; _ _
else ’ 2 Aoms O=Boyn
b = 2, Agyn>0
assert(a + b < 1); a=-b
: 1
a=-Bgy, b=BSym
Agyn>0
assert(a+b<1);

l

(A>0)AN(B-—B>1)

r@SAT]




Symbolic Execution

a>o ! a<=0
True
void func(int a, int b) { i if(a>e) i
if(a > 0)
a = -b;
else ’ a=Asyn> szsym a=Agyn, I:’zBsym
b = 2; Asym>@ Asym<=@
assert(a + b < 1); 3=-b b=2
| [ [
a=-B,,,, b=B, a=Ag,, b=2
Asym>@ Asym<=@
assert(a+b<1); assert(a+b<l);

l

(A>0)AN(B—-B>1)

[Tx@SAT]




Symbolic Execution

void func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);
}
expr A = ctx.int_const("A");
expr B = ctx.int _const("B");

solver s(ctx);

s.add(A <= 0);

s.add(A+2 >=1);

std::cout << s.check();
std::cout << s.get model();

(A>0)AN(B-—B2>1)

~Msym) sym
Asym>@ Asym<=@
a=-b b=2
: :
a=-B,,,, b=B, a=Ag,, b=2
Asym>@ Asym<=0
assert(a+b<1); assert(a+b<1);

l l

(A<SO)AN(A+22>1)

[_l/{!:ISAT]

[ SAT




Symbolic Execution

void func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);
}
expr A = ctx.int_const("A");
expr B = ctx.int _const("B");

solver s(ctx);

s.add(A <= 0);

s.add(A+2 >=1);

std::cout << s.check();
std::cout << s.get model();

~Msym) sym
Asym>@ Asym<=@
a=-b b=2
: :
a=-B,,,, b=B, a=Ag,, b=2
Asym>@ Asym<=0
assert(a+b<1); assert(a+b<1);

l l

(A>0)AN(B—B2>1) (A<O)ANA+22>1)

[_‘/{'}’“SAT] [Couwterexa mm




Example

o={a ag, b ap} T=true

2, int x =

1, y =0

)

g, # 0

o={aw a,, b ap,z— Ly— 0} m=true

void func(int a, int b) {

int x =1, y = 0;
if(a !'=0) {
y =3 + X;
if(b == 0)
X =2%*(a+b);

}

assert(x -y !=0);

¥

g =0

3. if (a !=

0)

¥

o={a—ra,b—rap,x— 1Ly 0} T=a,#0

4. y = 3+x

A 4

ab:[]

og={arr ag,b— ap x> 1y 4} T=a,#0

ap # 0

o={a— ag,b—apz—1,y—0} 71=a,=0

8. assert(x-y != 0)

Y

5. if (b == 0)

Y

c={a—a,b—apr—1ly—=4} T=0, #F0Aa, =0

[ 1-0=0Aa, =0<«<= false

(09)

¥

i

6. x =

2% (a+b)

o= {ar ag, b ap, x> 1,y 4}

TT:{TrJ.#UAﬂb?ED

8. assert(x-y != 0)

Y

ag={ar ag, b ap,x— 2a, +ap),y — 4}

)

r

T=a, #0ANa, =0

8. assert(x-y != 0)

[ 1-4=0Aa, #F0ANap #0 <= false

(@)

r

[2(1%1 +ap)—4=0Na, Z0Aa, =0 (if a, =2MNap =0 ERROR)]




Thanks & Questions
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